VIEN HAN LAM CONG HOA XA HOI CHU NGHIA VIET NAM -
KHOA HOC VA CONG NGHE VN Péc lap - Tu do - Hanh phiic
TRUNG TAM TIN HOC VA TiNII TOAN

S56:366 /THTT Ha Noi, ngay 19 thang 9 ndm 2019

V/v khuyén nghi mot s6 bién phdip k¥ thuat dé
ngan chan thur dién tir gid mao

; Kinh gigi: Cac don vi tryc thudc Vién Han 1dm Khoa hoc va Cong nghé Viét Nam
VIEN BIA CHAT VA o[A VAT LY TiEN

....... 2 —

aEN Ngay Zo/ﬂ/ ZOﬁTmng thoi gian vira qua, tinh hinh mét an toan thong tin trén mang cla cac
Chuyen: Fo-qua -Nha nudce va cac t6 chitc, ca nhan trong nudc la rat nghiém trong. Trong

o TG 6, néi com 1én van dé so hd trong quén 1y va sir dung cic hom thu dién i, tao
g L‘ e diéu kién cho tin tic dn cap théng tin trén may tinh, phat tan virus va cic tai liéu co

7{ ’ ndi dung khong duoc kiém chimg.

Gin day, trong khoang thang 6-8/2019, Trung tAm Tin hoc va Tinh toan da
phat hién hinh thtre phat tan thu dién tir bing cach mao danh céc co quan nha nuac,
c& nhén c6 uy tin, nham phit tan céc thong tin 6 noi dung sai trai. Mot s6 thu dién
tir gia mao con chira mi doc an trong céc tep tin dinh kém duéi dang PDF, DOC/X,
EXE... hodc trén cac trang web c6 chta virus duoc lién két gian tlep thong qua
duong dan trong thu dién ta. Dé phat hién thw dién tir ' gia mao, ngum st dung co
thé tham khdo mot sb bién phap trong tai liéu huéng din trong phan Phy luc.

Khi phat hién céc thu dién tir gid mao hodc c6 chira ma doc, kinh dé nghj
quy Co quan, ngudi ding lam theo huéng dan trong tai liéu dé canh béo va {mg
pho kip thot.

Luu v, khi phd bién thong tin cho ngudi st dung hé thong thu dién tu, Trung ‘
tdm Tin hoc va Tinh todn chi gui thong bdo duy nhét bang 01 dia chi 1a:
nguyenhoan@ecic.vast.vn hoic s€ gui truc tiép vin ban qua duong hanh chinh -

van thu.

_ Moi chi tiét xin lién hé Nguyén Thi Hoan, Ph6 Truéng phong Cong nghé
phdn mém - Trung tdm Tin hoc va Tinh todn, dién thoai 0978822440, hom thu dién
tir: nguyenhoan@cic.vast.vn.

Tran trong cam on./.

Noinhan:
- Nhu trén;
- Luu: VT, NTHS50.
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PHU LUC ’
Huéng dan phat hién thu gid mao trén hé thong thu dién tir cong vu
tai Vién Han Lam Khoa Hoc va Cong Nghé Viét Nam

(Kém theo Céng van sé 366 /TTTH ngay 19 thang 9 nam 2019)

1. Kiém tra dia chi email nguwoi givi

Tin tdc ludn cé xu huwdng tao su tin twdng vai ngudi dung. Do do, chiung ludn
sir dung “tén nguoi gri”, hay “tiéu dé” lién quan t&i ngudi quan tri va mot so yéu
cau cap nhat/nang cap hé thong.

Ngudi dung c6 thé dé dang kiém tra dia chi glri bang cach tré chudt vao dia
chi nguoi gii.

T May 8, 2018 101 PM

| () TAIKHOAN cAPNHATMONW

Thong bao cho tit ¢ (mail.vast.yn) Ngudi ding
Ban djch vy ICT yéu cu ban phal cap nhat mail.vast.vn ng dung Web 2018
AM VAO DAY
©ang nhap lai trén trang cap nhat dé cap nhat web-mail ngay bay gid.

Day 13 két qua cua sy tan cong ciia virus vao co s& dir liéu ctia ban, lam diéu nay
bay gi¢» khong khac dé mat tai khoan web-mail ca ban

Két néi voi mail.vastvn .
© 2018 Tap doan webmail. Tat ca cac quyen du trir

Hinh 1. Noi dung Email gia mago

3 TAIKHOAN CAP NHAT M May 8 2018 101 M

e R,

ch/ Tor {2

R
adminGvast.
Thong béo cho tat ca ( My Pdmin@vastn
o weundaog @ saliasnent.go e

Bandjch vy ICT yéu i =

BAM VAO Drrmrsrsrmmrned

©édng nhap lai trén trang c3p nhat aé cap nhat web mall ngay bay gio.
Pay la két qua cua st tan cong clia virus vao co s& di ligu ciia ban, lam diéu nay

bay gi¢ khong khac dé mat tai khodn web-mail cia ban

| Két néi voi mail.vast.vn
© 2018 Tap doan webmall, T4t ca cac quyén due trir

Hinh 2. Xéc dinh dia chi Email thyc si bang cach tré chudt vao tén nguot gk

Trong trudng hop nay, dia chi Email thuc sy ciia nguoi gui 13
wundanyi(@parliament.go.ke, trong khi do6 tén hién thi lai la admin@vast.vn. Day
13 hinh thirc gia mao tén ctia ngudi giri thu dién tir.
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gt Mail STORAGE EXCEEDED June 5, 2018 1147 AM
Fror: (Mr XY, IEE ik Y A

To: (]
N . 7y 47 s e st ireey, S —
\ Mr, X
; “’\E":g l raininkyun gappard.co ki [
s

Y ORI ket 0T 1 Ve
You have excreded your ermail slocage capacity,

Gty 1z all you hava and cannot be ible ta rocaive emails with
attachment or send emails,

[Fnut yotten from you in the next 24 hours, We shut down your mail
account,

Untlatter proper venficution belore you can sccess you rnail account
AN,

Thanks,
Damain Secunty 2218/2019,

\, vast.ac.vn Server Upgrade July/05/2018

m From: | vaztacwn i N S

EEPR At R CP A e

o Externalimage vast.ac.vn
Alwvays disply ks mosasinist.edu, gh
&) |
Hetdo SRR SR e

Hinl 3. Mot vi du khdc vé viée gid mao

2. Kiém tra lién két
Cac Email gia mao thudng yéu cau ngudi dung nhan vao céc lién két dé dua
nguoi dung téi cac Website chta virus hay cdc Website lira ddo nhdm dénh cap
thong tin/ tai khoan.
Pé kiém tra thuc su duong link chira trong Email 13 gi, ta chi cin trd chudt
vao lién ket do.

May 8, 2018 101 PM ¢

Reply Ts: (ad

: Théng bio cho tat ca (mail.vast.vn) Ngudi ding

- Ban djch vy ICT yéu chu ban phai cap nhat mail.vastyn U'ng dyng Web 2018
| . ~

BAM VAO DAY - i

: - URL: hitp://ai ebly comy
| Dang nhap lai trén trangc, _ p_ ”'"'_“_'pff‘" g

il rigay bay gid.

. Day 1a két qua cla sy tn cong clia virus vio co 6 dir liéu ciia ban, lam dldu nay
| bay gi¢r khong khac dé mat tal khoan web-mall ctia ban

3

| Két ndl vél mall.vast.vn

| ©2018 Tjp doan webmail. TAt ca cc quydn dy triv
|

Hinh 4, Kiém tra két ndi chira trong ngi dung Email
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Mall STORAGE EXCLLDLD Juna 3 2018 117 AM

Gﬂ(szn From (MK

Tot

(nar

Tuu have vecesied your emnail storge capacity,
O.J0its 13 all you have and cannol be able o raceive amails with
attachiment ot yend ey,

DN N T Bk L 0o 200 Tdrag & BN —
oot g UL httpei//deve odeso/.vep- domain/connect/bh/auth/user/Temaila i'

accoun] I R R D T T e

]

Until aftar proper verification befure you can access y ou mail sccount

FURIIN

|
| Thanky
| Domain Saculity 2018201,

L

:'
Hinl 5. Kiém tra két néi chita trong néi dung Email

x " ‘ - r L4 A . r
3. HO tro h¢ thong danh gii phiin logi thu rac
Khi nhin dugc thu ma ta x4c dinh 14 thu rac, hdy chon va nhan nit Spam dé
chuyén thu nay vao muc “Thu ric” (con goi la Junk hay Spam)
n vé sau.

i a1

Viée ndy hd tro hé théng cai thién viéc nhan dang thu rac va ngin cha

&) Subject

Plflwlml From I[.‘E
@bonnardcl ‘ «

Loura - Do wou have o GF who con say you're her sunshine? if net, | can become yours. I'm so exciting and sensitive. | just ne

Loura
From: @.r;ln‘a}hd‘cﬂl@.i::vnoivccounian.com ! :

To: (s?ﬁ?@?u;s:nu:om\) (mlk;@msiﬁe;ema I ch) ( ;;NQ_H}(!‘:\I&E‘chn“<nguyenhoan®:i<.vast.vn>) (salesTZ@yotoon.coa :

Do you have a GF who can say you're her sunshine?

If not, I can become yours. 1‘'m so exciting and sensitive.
I just need a paramour ta give him everything I have.

Are you in?

See my profile!

http://www.sochigo.onld ne/lephvd/eSvmil, php?e3RhY31Ae3Vue2Vtassib20=

Hinh 6. Chon thu rdc dace chuyén vao thu muc Spam

Cspom |8+ | @] [actens <]

Mark selected item(s) as Spam [an]_l"f

[ Repty | Replytoa | oruard | pelete
Ao o D] e

Hinh 7. Nhdn mitt Spam dé c/myén thw da chon vao thu myc Spam

Viée nay sé hé tro hé théng cdi thi¢n vi¢e nhin dang thu rdc va ngan chan vé sau
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